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certification is withdrawn, DEA will 
also provide written notice to the bid-
der and end-user, which will contain a 
statement of the legal and factual basis 
for this determination. 

(e) If the Administrator determines 
there is reasonable cause to believe the 
sale of the specific chemical to a spe-
cific bidder and end-user would result 
in the illegal manufacture of a con-
trolled substance, DEA will provide 
written notice to the head of a Federal 
department or agency refusing to cer-
tify the proposed sale under the au-
thority of 21 U.S.C. 890. DEA also will 
provide, within fifteen calendar days of 
receiving a request for certification 
from a Federal department or agency, 
the same written notice to the prospec-
tive bidder and end-user, and this no-
tice also will contain a statement of 
the legal and factual basis for the re-
fusal of certification. The prospective 
bidder and end-user may, within thirty 
calendar days of receipt of notification 
of the refusal, submit written com-
ments or written objections to the Ad-
ministrator’s refusal. At the same 
time, the prospective bidder and end- 
user also may provide supporting docu-
mentation to contest the Administra-
tor’s refusal. If such written comments 
or written objections raise issues re-
garding any finding of fact or conclu-
sion of law upon which the refusal is 
based, the Administrator will recon-
sider the refusal of the proposed sale in 
light of the written comments or writ-
ten objections filed. Thereafter, within 
a reasonable time, the Administrator 
will withdraw or affirm the original re-
fusal of certification as he determines 
appropriate. The Administrator will 
provide written reasons for any affir-
mation of the original refusal. Such af-
firmation of the original refusal will 
constitute a final decision for purposes 
of judicial review under 21 U.S.C. 877. 

(f) If the Administrator determines 
there is reasonable cause to believe 
that an existing certification should be 
withdrawn, DEA will provide written 
notice to the head of a Federal depart-
ment or agency of such withdrawal 
under the authority of 21 U.S.C. 890. 
DEA also will provide, within fifteen 
calendar days of withdrawal of an ex-
isting certification, the same written 
notice to the bidder and end-user, and 

this notice also will contain a state-
ment of the legal and factual basis for 
the withdrawal. The bidder and end- 
user may, within thirty calendar days 
of receipt of notification of the with-
drawal of the existing certification, 
submit written comments or written 
objections to the Administrator’s with-
drawal. At the same time, the bidder 
and end-user also may provide sup-
porting documentation to contest the 
Administrator’s withdrawal. If such 
written comments or written objec-
tions raise issues regarding any finding 
of fact or conclusion of law upon which 
the withdrawal of the existing certifi-
cation is based, the Administrator will 
reconsider the withdrawal of the exist-
ing certification in light of the written 
comments or written objections filed. 
Thereafter, within a reasonable time, 
the Administrator will withdraw or af-
firm the original withdrawal of the ex-
isting certification as he determines 
appropriate. The Administrator will 
provide written reasons for any affir-
mation of the original withdrawal of 
the existing certification. Such affir-
mation of the original withdrawal of 
the existing certification will con-
stitute a final decision for purposes of 
judicial review under 21 U.S.C. 877. 

[68 FR 62737, Nov. 6, 2003] 
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Subpart A—General 

§ 1311.01 Scope. 
This part sets forth the rules gov-

erning the use of digital signatures and 
the protection of private keys by reg-
istrants. 

§ 1311.02 Definitions. 
For the purposes of this chapter: 
Biometric authentication means au-

thentication based on measurement of 
the individual’s physical features or re-
peatable actions where those features 
or actions are both unique to the indi-
vidual and measurable. 

Cache means to download and store 
information on a local server or hard 
drive. 

Certificate Policy means a named set 
of rules that sets forth the applica-
bility of the specific digital certificate 
to a particular community or class of 
application with common security re-
quirements. 

Certificate Revocation List (CRL) 
means a list of revoked, but unexpired 
certificates issued by a Certification 
Authority. 

Certification Authority (CA) means an 
organization that is responsible for 
verifying the identity of applicants, au-
thorizing and issuing a digital certifi-
cate, maintaining a directory of public 
keys, and maintaining a Certificate 
Revocation List. 

CSOS means controlled substance or-
dering system. 

Digital certificate means a data record 
that, at a minimum: 

(1) Identifies the certification au-
thority issuing it; 

(2) Names or otherwise identifies the 
certificate holder; 

(3) Contains a public key that cor-
responds to a private key under the 
sole control of the certificate holder; 

(4) Identifies the operational period; 
and 

(5) Contains a serial number and is 
digitally signed by the Certification 
Authority issuing it. 

Digital signature means a record cre-
ated when a file is algorithmically 
transformed into a fixed length digest 
that is then encrypted using an asym-
metric cryptographic private key asso-
ciated with a digital certificate. The 
combination of the encryption and al-
gorithm transformation ensure that 
the signer’s identity and the integrity 
of the file can be confirmed. 

Electronic signature means a method 
of signing an electronic message that 
identifies a particular person as the 
source of the message and indicates the 
person’s approval of the information 
contained in the message. 

FIPS means Federal Information 
Processing Standards. These Federal 
standards, as incorporated by reference 
in § 1311.08, prescribe specific perform-
ance requirements, practices, formats, 
communications protocols, etc., for 
hardware, software, data, etc. 

FIPS 140–2, as incorporated by ref-
erence in § 1311.08, means a Federal 
standard for security requirements for 
cryptographic modules. 

FIPS 180–2, as incorporated by ref-
erence in § 1311.08, means a Federal se-
cure hash standard. 

FIPS 186–2, as incorporated by ref-
erence in § 1311.08, means a Federal 
standard for applications used to gen-
erate and rely upon digital signatures. 

Key pair means two mathematically 
related keys having the properties 
that: 

(1) One key can be used to encrypt a 
message that can only be decrypted 
using the other key; and 

(2) Even knowing one key, it is 
computationally infeasible to discover 
the other key. 

NIST means the National Institute of 
Standards and Technology. 

Private key means the key of a key 
pair that is used to create a digital sig-
nature. 
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